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A system for index searching comprises a first index, a second
index, a processor, and a memory. The processor is config-
ured to determine, using a Bloom filter for the second index of
fingerprints, whether the Bloom filter indicates that an entry
corresponding to a segment has been previously stored in the
second index. The processor is further configured to, in the
event that the Bloom filter indicates that an entry correspond-
ing to the segment has been previously stored in the second
index, retrieve a second index entry associated with the seg-
ment that has been previously stored. The memory is coupled
to the processor and configured to provide the processor with
instructions.
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1
INDEX SEARCHING USING A BLOOM
FILTER

CROSS REFERENCE TO OTHER
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 13/762,650, now U.S. Pat. No. 8,756,238,
entitled INDEX SEARCHING USING A BLOOM FILTER
filed Feb. 8, 2013 which is incorporated herein by reference
for all purposes, which is a continuation of U.S. patent appli-
cation Ser. No. 12/661,142, now U.S. Pat. No. 8,396,873,
entitled INDEX SEARCHING USING A BLOOM FILTER
filed Mar. 10, 2010 which is incorporated herein by reference
for all purposes.

BACKGROUND OF THE INVENTION

For systems that store information using segments that are
deduplicated, an index is used to identified whether the seg-
ment has been previously stored and where a given segment is
stored. However, as the storage systems increase in the num-
ber of segments that are stored, the index also increases in
size, and it becomes more and more time consuming to locate
a received segment’s entry or not in the index.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

FIG. 1 is a block diagram illustrating an embodiment of a
system for storage for data.

FIG. 2 is a block diagram illustrating an embodiment of a
segment storage engine.

FIG. 3 is a block diagram illustrating an embodiment of
input stream, segment, and super segment data configura-
tions.

FIG. 4 is a block diagram illustrating an embodiment of an
index.

FIG. 5 is a block diagram illustrating an embodiment of a
L0 index.

FIG. 6 is a flow diagram illustrating an embodiment of a
process for storing an entry in an index.

FIG. 7 is a flow diagram illustrating an embodiment of a
process for storing an entry in an index.

FIG. 8 is a flow diagram illustrating a process for locating
an index entry.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparatus; a system; a composition
of matter; a computer program product embodied on a com-
puter readable storage medium; and/or a processor, such as a
processor configured to execute instructions stored on and/or
provided by a memory coupled to the processor. In this speci-
fication, these implementations, or any other form that the
invention may take, may be referred to as techniques. In
general, the order of the steps of disclosed processes may be
altered within the scope of the invention. Unless stated oth-
erwise, a component such as a processor or a memory
described as being configured to perform a task may be imple-
mented as a general component that is temporarily configured
to perform the task at a given time or a specific component
that is manufactured to perform the task. As used herein, the
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term ‘processor’ refers to one or more devices, circuits, and/or
processing cores configured to process data, such as computer
program instructions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying figures
that illustrate the principles of the invention. The invention is
described in connection with such embodiments, but the
invention is not limited to any embodiment. The scope of the
invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and
equivalents. Numerous specific details are set forth in the
following description in order to provide a thorough under-
standing of the invention. These details are provided for the
purpose of example and the invention may be practiced
according to the claims without some or all of these specific
details. For the purpose of clarity, technical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention is not unneces-
sarily obscured.

A system for index searching is disclosed. The system
comprises a first index, a second index, a Bloom filter, a
processor, and a memory. The processor is configured to: 1)
receive a request to retrieve a segment; 2) determine, using a
Bloom filter for the second index of fingerprints, whether the
Bloom filter indicates that an entry corresponding to the seg-
ment has been previously stored in the second index; 3) in the
event that the Bloom filter indicates that an entry correspond-
ing to the segment has been previously stored in the second
index, retrieving a second index entry associated with the
segment that has been previously stored; 4) in the event that
the an entry corresponding to the segment is not found in the
second index, checking the first index to determine whether
an entry corresponding to the segment has been previously
stored in the first index; 5) in the event that the first index
indicates that an entry corresponding to the segment has been
previously stored in the first index, retrieving a first index
entry associated with the segment that has been previously
stored; and 6) a memory coupled to the processor and con-
figured to provide the processor with instructions.

The Bloom filter is used to identify whether the second
index includes an entry associated with a candidate segment.
The use of the Bloom filter leads to reducing random access of
the second index. In some embodiments, a fingerprint is cal-
culated for the candidate segment. The fingerprint is entered
into a first index (e.g., an index referred to as L.0). The first
index is in a sorted order. In some embodiments, a portion of
the fingerprint (e.g., the first two bytes) is used to point to a
header which identifies a location within the first index near
where the fingerprint is or is not stored. Since the first index is
a sorted list and new segment fingerprints are constantly
being added, a second index (e.g., an index referred to as 1)
is used to store fingerprints for new segments. In various
embodiments, the second index is sorted, is partially sorted, is
not sorted, is smaller than the first index, is one of a plurality
of secondary indices, or has any other appropriate character-
istic. The second index, when a criteria is fulfilled (e.g., the
second index has reached a certain size), is merged with the
first index and sorted to make a new first index. In some
embodiments, during the merge of the second index into the
first index, a temporary or alternate second index is used. In
some embodiments, in addition to the second index, there is a
memory buffer that holds index entries before entry into the
second index, and when looking for a segment in the ‘index’,
the system looks at: the memory buffer; the Bloom filter for
the second index and if the Bloom filter indicates it is
required, the second index; and the first index. In some
embodiments, there are a plurality of secondary indices each
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with Bloom filters, and when looking for a segment in the
‘index’, the system looks at each Bloom filter for a secondary
index, and if the Bloom filter indicates that it is necessary, the
second index, and the first index. Since the system, when
looking at the index, which comprises multiple parts (e.g., a
memory buffer, one or more secondary indices, a first index,
etc.), stops looking for the segment entry once it has found the
most recent entry in the index. In some embodiments, the
search within the parts of the index is performed in the order
of newest index to oldest index—for example, first the small
memory buffer, next the Bloom filter for a second index and
if required, the second index, and last the first index.

FIG. 1 is a block diagram illustrating an embodiment of a
system for storage for data. In the example shown, storage
system 100 is accessed by a user using storage user system
110 or by storage user system 110 via network 108. In various
embodiments, network 108 comprises one or more of a wired
network, a wireless network, a local area network, a wide area
network, the Internet, or any other appropriate network. Stor-
age system 100 comprises system interface 102, segment
storage engine 104, and a plurality of storage units (repre-
sented in FIG. 1 by storage unit 112, storage unit 114, storage
unit 116, and storage unit 118). Storage system 100 is repli-
cated using replica storage system 106. For example, a stor-
age unit is replicated by storing segments and metadata stored
on the storage unit to another storage unit.

Storage user system 110 breaks a file, a data stream, or a
data block into segment(s) (e.g., boundaries are identified for
one or more segments—for example, a hash function operates
on a portion of the content of the file; when the hash function
is equal to a value, is a minimum value, is a maximum value,
is between a minimum and maximum length, and/or is an
extremum value within a window of the file, etc. a segment
boundary is determined). Segment boundaries are deter-
mined such that two similar files, data streams, or data blocks
have the goal of having the same segments for identical por-
tions of the files, data streams, or data blocks, and different
segments for the non-identical portions of the files, data
streams, or data blocks. In various embodiments, the segment
determination is based on the content of the data (e.g., using
value(s) calculated based on data content), not based on the
content (e.g., byte count, file criteria, etc.), or a combination
of content-based criteria and non-content-based criteria. In
various embodiments, storage user system 110 encrypts and/
or compresses the segments. Storage user system 110 sends
the segment(s) to be stored by storage system 100 via network
108. In various embodiments, information regarding how to
reconstruct the file, the data stream, or the data block is also
sent from storage user system 110 to storage system 100
and/or is stored by storage system 100, or any other appro-
priate action for the information.

Storage system 100 receives the segment using system
interface 102. Segment storage engine 104 stores the seg-
ments in a storage unit or stores a reference to a previously
stored identical segment in a storage unit (e.g., storage unit
112, storage unit 114, storage unit 116, or storage unit 118). In
various embodiments, a storage unit comprises a deduplicat-
ing storage system, a storage device, multiple storage devices,
a portion of a storage device, a hard drive, an array of drives,
a semiconductor memory, or any other appropriate compo-
nents for a node.

Segment storage engine 104 only stores a segment in the
event that the segment has not been previously stored in one
of'the storage units. In some embodiments, an identifier (e.g.,
a digital fingerprint, Secure Hash Algorithm hash value, etc.)
is used for determining whether a segment has been previ-
ously stored by seeing whether an identical identifier already
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exists in an index of stored segments for storage system 100.
In various embodiments, the identifier for a given segment is
determined using storage system 100, using storage user sys-
tem 110, or any other appropriate system. In some embodi-
ments, an identifier is sent along with an associated segment
from storage user system 110 to storage system 100.

Storage user system 110 requests one or more segments
that is/are stored on storage system 100 via network 108.
Storage system 100 receives the request using system inter-
face 102. Segment storage engine 104 routes request to locate
orlocates the segments used to store a file, data stream, or data
block in the appropriate storage unit(s).

In some embodiments, the one or more segments are sent to
storage user system 110 via network 108, and storage user
system 110 uses the one or more segments to reconstruct a
file, data stream, or data block. In various embodiments, the
segment(s) are decrypted and/or decompressed or any other
appropriate processing in order to reconstruct the desired file,
data stream, or data block.

In some embodiments, the storage user system 110
requests the data by identifying the file name and offset within
the file. The data is sent to storage user system 110 via
network 108 after storage system 100 uses the one or more
segments to reconstruct a file, data stream, or data block.

In some embodiments, the functionality split between stor-
age user system 110 and storage system 100 is different:
segmentation and storage are both performed by storage sys-
tem 100. In some embodiments, there are one or more storage
user systems feeding segments or data streams to one or more
storage systems (e.g., one to many, many to many, shared
configuration, or exclusive configuration.

In some embodiments, storage system 100 comprises a
processor and a memory. In various embodiments, the pro-
cessor for storage system 100 comprises a single processor,
multiple processors, one or more processors with virtual sys-
tem(s), or any other appropriate hardware or software to
enable storing data on a system.

FIG. 2 is a block diagram illustrating an embodiment of a
segment storage engine. In some embodiments, segment stor-
age engine 200 of FIG. 2 is used to implement segment
storage engine 104 of FIG. 1. In the example shown, segment
storage engine 200 comprises segmentor 202, fingerprint cal-
culator 204, index 206, and duplicate detector 208. In some
embodiments, segment storage engine 200 receives segments
and not data files, streams, or blocks in which case the seg-
mentor 202 is notused and/or not included in segment storage
engine 208. Segmentor 202 breaks a file, a data stream, or a
data block into segment(s) (e.g., boundaries are identified for
one or more segments—for example, a hash function operates
on a portion of the content of the file; when the hash function
is equal to a value, is a minimum value, is a maximum value,
is between a minimum and maximum length, and/or is an
extremum value within a window of the file, etc. a segment
boundary is determined). Segment boundaries are deter-
mined such that two similar files, data streams, or data blocks
have the goal of having the same segments for identical por-
tions of the files, data streams, or data blocks, and different
segments for the non-identical portions of the files, data
streams, or data blocks. In various embodiments, the segment
determination is based on the content of the data (e.g., using
value(s) calculated based on data content), not based on the
content (e.g., byte count, file criteria, etc.), or a combination
of content-based criteria and non-content-based criteria. Fin-
gerprint calculator 204 calculates an identifier for a seg-
ment—for example, a Rabin fingerprint, a Message-Digest
algorithm 5 (MDS) or Secure Hash Algorithm (SHA) cryp-
tographic hash, etc. Duplicate detector 208 uses the finger-
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print calculated for a segment and index 206 to determine
whether the segment has been previously stored by seeing if
the fingerprint is currently in index 206. In the event that the
fingerprint is not in index 206, a new entry is made that
includes the fingerprint and the segment is stored in the stor-
age units for the system. Index 206 also includes information
indicating where the segment is stored within the storage
units. In some embodiments, index 206 comprises one or
more index structures—for example, a memory buffer, a large
sorted index, or a small index (sorted or unsorted).

FIG. 3 is a block diagram illustrating an embodiment of
input stream, segment, and super segment data configura-
tions. In the example shown, data stream, data block, or data
file 300 is input to a data storage system which breaks up the
inputinto segments 302 (e.g., S, S,, S5, S,, S5, S¢, S5, Sg, and
S,)- In various embodiments, segments 302 have a minimum
length, a maximum length, have average size of about 8 KB,
or have any other appropriate property. In various embodi-
ments, segments are generated by identifying segment end-
points using a content based algorithm (e.g., in a window of
data a hash function on the window is equal to a number, is a
minimum/maximum/extremum value for all windows, has a
pattern of 1’s or 0’s in predetermined bit locations, etc.),
using a non-content based algorithm (e.g., has a predeter-
mined length, has a minimum length, a maximum length,
associated with a file length, etc.), or a combination of the
content based and non-content based algorithms, or any other
appropriate manner of determining segment endpoints.

FIG. 4 is a block diagram illustrating an embodiment of an
index. In some embodiments, index 400 of FIG. 4 is used to
implement index 206 of FIG. 2. In the example shown, index
400 comprises a multi-level index, which has several stages or
levels in which index entries are stored and/or searched to find
an index entry. In some embodiments, the index entry com-
prises an identifier (e.g., a fingerprint) and a location (e.g., a
container, a disk location, etc.). The index comprises L0 index
402, memory buffer index 404, L1 indices 406, and Bloom
filter for L.1 indices 408. In the event that a new segment is
identified that is to be stored in the segment storage system.
An index entry is stored for the new segment. The index entry
is stored first in memory buffer index 404, which is not a
sorted index. Index entries in memory buffer index 404 are
periodically transferred to an .1 index (e.g., an index of L1
indices 406). The .1 index comprises a sorted index. Index
entries in and L1 index of L1 indices 406 are periodically
merge-sorted with LO index 402. In some embodiments,
memory buffer index 404 is larger than an [.1 index of L1
indices 406, which in turn is larger than .0 index 402. In some
embodiments, memory buffer index 404 is a few gigabytes in
size (e.g., 2 GB),an .1 index of L1 indices 406 is one or more
tens of gigabytes insize (e.g., 10 GB), and L0 index 402 is one
or more hundreds of gigabytes in (e.g., 100 GB). In some
embodiments, a portion of the identifier is used to lookup a
location for an index entry within an index (e.g., the first two
bytes of a fingerprint is used to look up in a table where in the
index to start to look for the index entry associated with the
fingerprint).

FIG. 5 is a block diagram illustrating an embodiment of a
L0 index. In some embodiments, L.O index 500 is used to
implement [.O index 402 of FIG. 4. In the example shown, L.O
index 500 comprises index table 502 and header table 506.
Index table 502 comprises a list of identifiers for segments
stored and a location and/or a container or area/zone/bucket
where the segments are stored. Header table 506 comprises a
table that is used to locate an index entry within L0 index 500
using a portion of the identifier to look up in header table 506
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an area within LO index 500 in which the index entry is
located (e.g., a bucket within the index).

FIG. 6 is a flow diagram illustrating an embodiment of a
process for storing an entry in an index. In the example
shown, in 600 a new segment is received. In 602, an index
entry for the new segment is stored in the memory buffer
index. In 604, it is determined whether the memory buffer
index is full. In some embodiments, another criterion is used
to determine whether to merge sort or transfer the index
entries of memory buffer index to an [.1 index. In the event
that it is determine that the memory buffer index is full, then
in 606 the index entries in memory buffer index are merge
sorted to an L1 index; and control passes to 600. In the event
that it is determined that memory buffer index is not full, then
control passes to 600. In some embodiments, the index entries
are transferred to an .1 index not merge sorted.

FIG. 7 is a flow diagram illustrating an embodiment of a
process for storing an entry in an index. In the example
shown, in 700 an indication is received to initiate an .O merge
sort. In various embodiments, the indication is determined
based on whether an L1 index is full, an L1 index reaches a
predetermined size, buckets in an [.1 index have a predeter-
mined number of entries, or any other appropriate criteria. In
702, one or more L1 indexes are merge sorted into the L.O
index. In some embodiments, there is only one [.1 index. In
some embodiments, during a merge sort of the entries in one
L1 index into the L0 index, a temporary L1 index is used for
storing index entries for new segments during the merge-sort
operation. In some embodiments, a merge sort from an L1
index to the L0 index is performed one bucket at a time, where
the entries inan L1 index bucket and the entries in an L0 index
bucket correspond to identifiers with similar characteristics
(e.g., the same first two bytes). In various embodiments, an [.1
index is not ordered, contains duplicates, has duplicates with
other L1 indices, or any other appropriate properties.

FIG. 8 is a flow diagram illustrating a process for locating
an index entry. In the example shown, in 800 an indication is
received to identify a segment location. In 802, it is deter-
mined whether the segment fingerprint is in the memory
buffer index. In the event that the segment fingerprint is in the
memory buffer index, control passes to 810. In the event that
the segment fingerprint is not in the memory buffer index, in
804 it is determined whether the segment fingerprint is in a
Bloom filter for an L1 index. The Bloom filter provides an
improvement in efficiency for the system in that time to look
in one or more [.1 indices are mostly removed or reduced by
using the Bloom filter to determine whether to search in one
or more L1 indices. In the event that the segment fingerprint
is in the Bloom filter for an L1 index, then in 806 it is
determined whether the segment fingerprint is in the L1
index. In various embodiments, there is one L1 index, there is
more than one [.1 index and each 1 index has a correspond-
ing Bloom filter, or any other appropriate arrangement for
Bloom filters and .1 indices. In the event that the segment
fingerprint is not in the Bloom filter for an L1 index, or in the
event that the segment fingerprint is not found in the [.1 index,
then in 808 it is determined whether the segment fingerprint is
inthe LO index. In the event that the segment fingerprint is not
in the L0 index, then the process ends. In the event that the
segment fingerprint is in the memory merge buffer, the L.1
index, or the L.O index, then in 810 the location of the segment
is indicated based on an index entry of the fingerprint.

Although the foregoing embodiments have been described
in some detail for purposes of clarity of understanding, the
invention is not limited to the details provided. There are
many alternative ways of implementing the invention. The
disclosed embodiments are illustrative and not restrictive.
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What is claimed is:

1. A system for index searching, comprising:

a first index of fingerprints, wherein the first index of fin-

gerprints is sorted;

one or more secondary indices of fingerprints;

a processor configured to:

determine whether an entry corresponding to a segment
is indicated to have been previously stored in the one
or more secondary indices of fingerprints using a cor-
responding Bloom filter;

in the event that the entry corresponding to the segment
is indicated to have been previously stored in the one
or more secondary indices by the corresponding
Bloom filter, determine, using the one or more sec-
ondary indices, whether a second entry corresponding
to the segment has been previously stored in the one or
more secondary indices; and

in the event that the entry corresponding to the segment
is not indicated to have been previously stored in the
one or more secondary indices, determine whether an
entry corresponding to a segment has been previously
stored in the first index.

2. The system as in claim 1, wherein the processor is further
configured to receive a request to retrieve the segment.

3. The system as in claim 1, wherein the processor is further
configured to, in the event that the first index indicates that an
entry corresponding to the segment has been previously
stored in the first index, retrieve a first index entry associated
with the segment that has been previously stored.

4. The system as in claim 1, wherein an index of the one or
more secondary indices is merge sorted into the first index.

5. The system as in claim 1, wherein an index of the one or
more secondary indices is smaller in size that the first index.

6. The system as in claim 1, wherein an index of the one or
more secondary indices receives a latest new entry.

7. The system as in claim 1, wherein an index of the one or
more secondary indices is sorted.

8. The system as in claim 1, wherein an index of the one or
more secondary indices is not sorted.

9. The system as in claim 1, wherein an index of the one or
more secondary indices is partially sorted.

10. The system as in claim 1, wherein an index of the one
or more secondary indices is merge sorted into the first index
when a criteria is fulfilled.

11. The system as in claim 10, wherein the criteria com-
prises the index reaching a predetermined size.

12. The system as in claim 1, further comprising a memory
buffer that holds entries before entry into an index of the one
or more secondary indices.

13. The system as in claim 12, wherein the memory buffer
index includes a fingerprint associated with a stored segment.

14. The system as in claim 12, wherein the memory buffer
index is transferred or merge sorted into an index of the one or
more secondary indices.
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15. The system as in claim 12, wherein the memory buffer
is checked to determine whether the entry corresponding to
the segment has been stored in the memory buffer before
determining whether the entry corresponding to the segment
has been stored in the one or more secondary indices.

16. A method for index searching, comprising:

determining, using a processor, whether an entry corre-

sponding to a segment is indicated to have been previ-
ously stored in one or more secondary indices using a
corresponding Bloom filter, wherein the one or more
secondary indices comprises fingerprints;

in the event that the entry corresponding to the segment is

indicated to have been previously stored in the one or
more secondary indices by the corresponding Bloom
filter, determining, using the one or more secondary
indices, whether a second entry corresponding to the
segment has been previously stored in the one or more
secondary indices; and

in the event that the entry corresponding to the segment is

not indicated to have been previously stored in the one or
more secondary indices, determining whether an entry
corresponding to a segment has been previously stored
in the first index.

17. The method as in claim 16, wherein an index of the one
or more secondary indices is merge sorted into the first index.

18. The method as in claim 17, wherein an index of the one
or more secondary indices is merge sorted into the first index
when a criteria is fulfilled.

19. The method as in claim 18, wherein the criteria com-
prises the index reaching a predetermined size.

20. A computer program product for index searching, the
computer program product being embodied in a non-transi-
tory computer readable storage medium and comprising com-
puter instructions for:

determining whether an entry corresponding to a segment

is indicated to have been previously stored in one or
more secondary indices using a corresponding Bloom
filter, wherein the one or more secondary indices com-
prises fingerprints;

in the event that the entry corresponding to the segment is

indicated to have been previously stored in the one or
more secondary indices by the corresponding Bloom
filter, determining, using the one or more secondary
indices, whether a second entry corresponding to the
segment has been previously stored in the one or more
secondary indices; and

in the event that the entry corresponding to the segment is

not indicated to have been previously stored in the one or
more secondary indices, determining, whether an entry
corresponding to a segment has been previously stored
in the first index.
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